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System Administration Topics

• System Startup and Shutdown

• Tape Operations:  Labeling and Indexing

• System Backup and Restore
– Full System and Incremental

• System Logs

• User Administration
– Add/Delete/Modify User Data

– Check/Modify File Access Privileges

• New Workstation Installation



3

456-TP-005-001

System Startup

Warm Startup
• SOME SUBSYSTEMS MAY BE 

RUNNING -- OTHER MAY BE 
OFF

– Operator intervention

– External malfunction
Cold Startup
• NO SUBSYSTEMS RUNNING

– Power failure

– Following system 
maintenance

– Power switch OFF?
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Cold Startup Procedure

• Determine existence of following systems:
– DNS Master -- Other License Servers

– NIS Master -- Mail Hub Servers

– Automount Server -- MSS

– ClearCase Server -- Sybase SQL Servers

– CSS -- DSS

– DCE License Server -- CIDM Subsystem

• Turn on power for each one IN ORDER!

• HP OpenView icons turn GREEN when each is 
properly booted.
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NSIDC
Cold Startup Boot Order

acmn1sgi
DNS Master Server - Mail Server

NIS Master - NFS Server
NETLS License Server

mssn2sun
License Server - ClearCase Server

ClearCase VOB Server - IQ Report Writer

cssn1hp
DCE - NET.H ++ - Sybase SQL Server 

mssn1hp
DCE Time Server - HP OpenView

Sybase Rep Server - ESSM
Sybase SQL Server - PERL5 - MSS Primary DB

All others in any order
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Warm Startup Procedure

• Determine which server is down.

• Determine order in which servers are to 
be booted.

• Determine position in hierarchy.

• Shutdown all servers above the affected 
server in hierarchy.

•  Restart servers in order.
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Normal Shutdown

• Turn off power to FULL system

• Turn off power to a component subsystem

• Scheduled by Resource Manager

• Approved by DAAC Manager

• Minimal disruption to system users

• NO loss of data
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Normal Shutdown  Procedure

SA sends broadcast 
messages to users 
announcing the 
impending shutdown

        Active 
    jobs finish
OR long-running 
jobs are killed by 
the SA.

SHUT DOWN
SUBSYSTEMS

IN ORDER
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NSIDC
Normal Shutdown Order

All others in any order
 mssn1hp

DCE Time Server - HP OpenView
Sybase Rep Server - ESSM

Sybase SQL Server - PERL5 - MSS Primary DB

cssn1hp
DCE - NET.H ++ - Sybase SQL Server 

mssn2sun
License Server - ClearCase Server

ClearCase VOB Server - IQ Report Writer

acmn1sgi
DNS Master Server - Mail Server

NIS Master - NFS Server
NETLS License Server
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Emergency Shutdown

• Indications
– System or Subsystem is locked up

– Unable to access or maneuver through the system

– Impending or actual power failure

– Hardware or Software failure

• Verify need to shutdown
– Resolve subsystem and user problems first

– Shutdown is a last resort

• Minimize loss of data
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Emergency Shutdown (cont.)

• Type sync and press 
to flush buffers

• Repeat the first step

• Type halt on the 
main server

• Shutdown 
subsystems IN 
ORDER

Return
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Extreme Emergency Shutdown

Login as ROOT.

Press          , type a
to  immediately 
kill the system.

L1
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Networker Administrator
Main Screen



14

456-TP-005-001

Tape Labeling

• Creates a unique name for each tape

• Identifies tape to Networker

• Stores list of labels in memory (index)

gsfcnasa.001

gsfcnasa.002

gsf
cna

sa.
003

Tape Labeling
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Tape Labeling Procedure

Run nwadmin

Load tapes in 
cartridge.

Select
jukebox labeling
and complete the 

dialog form.
Click

OK

Tape Labeling Procedure

LABELED
TAPES!



16

456-TP-005-001

Jukebox Labeling Window
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Tape Indexing

• Networker’s way of identifying each tape’s 
location in the jukebox

• Reads each tape’s label and matches it to the 
jukebox slot

• Can be time consuming (2-3 minutes per tape)

• Must be performed after tapes are added, 
removed, or changed
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Tape Indexing
After Initial Inventory

SLOT 1 = CLEANING TAPE
SLOT 2 = GSFCDAAC.001
SLOT 3 = GSFCDAAC.002
SLOT 4 = GSFCDAAC.006
SLOT 5 = GSFCDAAC.010
SLOT 6 = GSFCDAAC.352
SLOT 7 = GSFCDAAC.003
SLOT 8 = EROSDAAC.001
SLOT 9 = EROSDAAC.523
SLOT 10 = UNDEFINED
SLOT 11 = UNDEFINED

Cleaning Tape

GSFCDAAC.001

GSFCDAAC.002

GSFCDAAC.006

GSFCDAAC.010

GSFCDAAC.352

GSFCDAAC.003

EROSDAAC.001

EROSDAAC.523

empty     

empty

Tape  Cartridge
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Tape Indexing
Tapes Changed But Not Re-Inventoried

SLOT 1 = CLEANING TAPE
SLOT 2 = GSFCDAAC.001
SLOT 3 = GSFCDAAC.002
SLOT 4 = GSFCDAAC.006
SLOT 5 = GSFCDAAC.010
SLOT 6 = GSFCDAAC.352
SLOT 7 = GSFCDAAC.003
SLOT 8 = EROSDAAC.001
SLOT 9 = EROSDAAC.523
SLOT 10 = UNDEFINED
SLOT 11 = UNDEFINED

Cleaning Tape

GSFCDAAC.001

GSFCDAAC.002

GSFCDAAC.006

GSFCDAAC.010

EROSDAAC.777

GSFCDAAC.003

EROSDAAC.001

EROSDAAC.523

GSFCDAAC.999   

EROSDAAC.888

Tape  Cartridge
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SLOT 1 = CLEANING TAPE
SLOT 2 = GSFCDAAC.001
SLOT 3 = GSFCDAAC.002
SLOT 4 = GSFCDAAC.006
SLOT 5 = GSFCDAAC.010
SLOT 6 = EROSDAAC.777
SLOT 7 = GSFCDAAC.003
SLOT 8 = EROSDAAC.001
SLOT 9 = EROSDAAC.523
SLOT 10 = GSFCDAAC.999
SLOT 11 = EROSDAAC.888

Cleaning Tape

GSFCDAAC.001

GSFCDAAC.002

GSFCDAAC.006

GSFCDAAC.010

EROSDAAC.777

GSFCDAAC.003

EROSDAAC.001

EROSDAAC.523

GSFCDAAC.999   

EROSDAAC.888

Tape Indexing
After Re-Inventory

Tape  Cartridge
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Jukebox Mounting Window
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Backup Levels Overview

Level 1

Level 2

Level 3

Level 4

Level 5

Level 6

Level 7

Level 8

Level 9
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Networker Backup Window
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Networker Restore Window
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Networker Conflict Resolution 
Window
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Tapes Required for
Full System Restore

Incr.

Level 5

Ju
ne

 1

Ju
n

e 
2

Ju
ne

 3

Ju
ne

 4

Ju
ne

 5

Ju
n

e 
6

Ju
ne

 7

Ju
ne

 9

Ju
n

e 
10

Ju
n

e 
11

Ju
n

e 
12

Ju
ne

 1
3

Ju
ne

 1
4

Ju
ne

 1
5

Ju
ne

 1
6

Ju
ne

 8

Level 3

L
ev

el
 0

 (
fu

ll 
sy

st
em

 b
ac

ku
p

)



27

456-TP-005-001
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New User Approval

I complete the
User Registration 
Form and send it
to my Supervisor.

Looks okay to me!
I’ll send it to the

System Administrator.

R. E. Quester

If the form is 
complete, I’ll

approve it and
send it on to the
 DAAC manager.
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UNIX User Registration Request Form

                                         UNIX User Registration Request

REQUESTER INFORMATION:
Name:  ______________________________________________________________________
Office Phone Number: __________________________________________________________
E-Mail Address: ______________________________  Office Location: ___________________

NEW USER INFORMATION:
Name:  ______________________________________________________________________
Office Phone Number: __________________________________________________________
Home Phone Number: __________________________________________________________
Organization: _________________________________________________________________
Group Affiliation(s):  ____________________________________________________________
Role(s)/Job(s)/Justification: ______________________________________________________
____________________________________________________________________________
____________________________________________________________________________

Date of Request: ________________________    Date Required: ________________________

Supervisor Approval: __________________________________________ Date: ____________
Ops Supervisor Approval: ______________________________________ Date: ____________
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/etc/passwd.yp File

mresnick:$sy732az)[xyzz:510:1:Michael Resnick {x4076}:/home/mresnick:/bin/csh
jsmith:hY%dd98dwWrxPnm:511:1:Janet Smith {x0821}:/home/jsmith:/bin/csh
rknickerb::512:1:Robert Knickerbocker {x4111}:/home/rknickerb:/bin/csh

Lognam
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Empty field
(no password)
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/etc/group File

Lognam
e

root::0:root
other::1:root,hpdb
bin::2:root,bin
sys::3:root,uucp
adm::4:root,adm
daemon::5:root,daemon
mail::6:root
lp::7:root,lp
users::20:root
nogroup:*:-2:
eb:*:10: 
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/etc/auto.home File 

dwashing        -rw,intr        acmn1sgi:/vol0/users/dwashing
jmangum         -rw,intr        acmn1sgi:/vol0/users/jmangum
mlynch          -rw,intr        acmn1sgi:/vol0/users/mlynch
ddavis          -rw,intr        acmn1sgi:/vol0/users/ddavis
rcampbel        -rw,intr        acmn1sgi:/vol0/users/rcampbel
spete           -rw,intr        acmn1sgi:/vol0/users/spete
kkleis          -rw,intr        acmn1sgi:/vol0/users/kkleis
echeung         -rw,intr        acmn1sgi:/vol0/users/echeung

Lognam
e

Per
miss

ions

Loca
tio

n of

Home D
ire

cto
ry
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ls -l Output Explanation

drwxrwxrwx    3    mresnick   training    8192   Jun 14 08:34   archive
drwxr-xr-x   11    mresnick   training    4096   Jul 03 12:42   daacdata
-rw-rw-rw-    1    mresnick   training     251   Jan 02 1996    garbage
lrw-r--r--    2    jjones     admin      15237   Apr 30 20:07   junk
-rwxr--rw-    1    mresnick   training    5103   Oct 22 1994    trash
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Access Permissions

d r w x r w x r w x
l r w - r w - r w -
- r w x r - x r w x
- r w - r - - r - -

d
=d
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to
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l =
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o
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k
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= 
re

g
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r 

fi
le

OWNER
permissions

GROUP
permissions

OTHER
permissions

r=read Look/copy/print
w=write Change/save/delete
x=execute Run commands/

   use directory



34

456-TP-005-001

                                                   Reboot
                                         Install COTS Software
                                   Install Custom Software
                        Install Operating System
               Install Hardware
        Configure Network
 Prepare Hardware

LOG  IN!

Workstation Installation Steps

Workstation

Nirvana


